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QUAN LY TAI KHOAN & MAT KHAU

S dung mat khau manh (t&i thi€u 12 ky tu, két hgp chit hoa, chir thuong, s6, ky tu dac biét)
Thay déi tén dang nhap mac dinh (admin, administrator)

S dung username khac vdi tén mién website

D3t méat khau riéng cho mai tai khoan quan tri

Thay déi mat khau dinh ky (it nhat 3 thang/lan)

SU dung trinh quan ly mat khau (LastPass, 1Password, Bitwarden...)

Tat luu méat khau trén trinh duyét cdéng cdng

Xba tai khoan khéng s dung

Kich hoat thdng bao dang nhap bat thuong

Thiét lap khoa tai khoan sau nhiéu lan dang nhap that bai

XAC THUC & PHAN QUYEN

Bat xac thuc hai yéu t6 (2FA) cho tat ca tai khoan quan tri

SU dung app xac thuc thay vi SMS (Google Authenticator, Authy...)
Gidi han s6 lan dang nhap that bai

Thiét lap CAPTCHA cho form dang nhap/dang ky

Phan quyén chi tiét cho tung vai trd ngudi dung

Ap dung nguyén tic "quyén téi thiéu" cho tai khoan

Gidi han quyén truy cap theo IP (néu co IP tinh)

Gidi han thai gian phién dang nhap (session timeout)

Tao tai khoan riéng cho tung admin/developer

Ghi nhat ky tat ca hoat dong clia nguai dung

CAP NHAT & BAO TRIi

Cap nhat hé diéu hanh server thugng xuyén

Cap nhat CMS (WordPress, Joomla, Drupal...) |én phién ban mdi nhat
Cap nhat theme/template

Cap nhat tat ca plugins/extensions

G38 bd plugins/themes khong s dung



Sao luu website trudc khi cap nhat

Thiét lap cap nhat ty dong (néu phu hgp)
Kiém tra tuong thich sau moi lan cap nhat
Quét ma doc dinh ky

Xba cac file tam, cache khéng can thiét

BAO MAT MA NGUON & DATABASE

S dung prepared statements cho truy van SQL

Ma hoa dif liéu nhay cam trong database

Loc va xac thuc tat ca di liéu dau vao

Ngan chan SQL Injection

Ngan chan Cross-Site Scripting (XSS)

Ngan chan Cross-Site Request Forgery (CSRF)

Dai prefix database mac dinh

S dung tham sé bao mat trong wp-config.php (WordPress)
Han ché hién thi théng béo 16i chi tiét

Kiém tra code thd cong hoac bang céng cu tu déng

BAO MAT SERVER & HOSTING

Cai dat tudng Iura (Firewall)

Cau hinh Web Application Firewall (WAF)

Gidi han quyén chmod cho thu muc (755) va file (644)
Chan truy cap vao thu muc quan trong (.git, wp-admin...)
Tat directory listing

V6 hiéu hda cac ham nguy hiém (exec, shell_exec...)

Gidi han truy cap REST API

Gidi han XML-RPC (WordPress)

Cau hinh ModSecurity

Theo doi log server thudng xuyén

SSL & HTTPS

Cai dat chiing chi SSL

Chuyén huéng HTTP sang HTTPS

Cap nhat tat ca ndi dung mixed content

Cau hinh HTTP Strict Transport Security (HSTS)
Thiét lap canh bao hét han chiing chi SSL

S dung SSL version mdi nhat



Kiém tra d6 manh ciia ma hoa SSL
Cau hinh Security Headers

V6 hiéu hoa TLS phién ban cli

Thiét lap Content Security Policy (CSP)

FORMS & USER INPUT

Xac thuc dif liéu & ca client-side va server-side
Loc tat ca dir liéu ngudi dung nhap vao

Gidi han kich thudc file upload

Queét virus cho file upload

Han ché dinh dang file dugc phép upload

Pai tén file upload

Luu file upload & thu muc an toan

Gidi han s6 lan submit form trong thai gian ngan
Thém Google reCAPTCHA cho cac form

Kiém tra valid email khi dang ky

SAO LUU & PHUC HOI

Thiét lap sao luu tu dong

Sao luu website it nhat 1 tuan/lan

Sao luu database riéng biét

Luu ban sao luu & nhiéu vi tri khac nhau

Ma héa file backup

Kiém tra kha nang phuc héi ti ban sao luu

Xac dinh thai gian phuc héi t6i da cho phép (RTO)
Thiét lap quy trinh khoi phuc sau su ¢

Luu trir backup & dich vu cloud an toan

Luu gitr backup trong thdi gian du dai (it nhat 30 ngay)

GIAM SAT & UNG PHO

Cai dat cong cu giam sat bao mat 24/7

Thiét lap canh bao xam nhap

Theo doi traffic bat thudng

Quét malware/virus dinh ky

Giam sat thay dai file (File Integrity Monitoring)
Lap va duy tri ké hoach Ung pho su c6

Ghi nhat ky cac sy kién bao mat quan trong



Phan tich log dinh ky
Kiém tra uptime

Thiét lap phuong an lién lac khi c6 su c6

SAlI LAM BAO MAT THUONG GAP CAN TRANH

SU dung cac theme/plugin nulled, crack

Khéng gidi han sé lan dang nhap that bai

SU dung cac phién ban CMS, plugins qua cl
Thiéu quy trinh sao luu thuong xuyén

SU dung hosting gia ré khong c6 bao mat
Khong kiém soat quyén truy cap FTP/SFTP

M3 qué nhiéu cong khdng can thiét trén server
Chua cau hinh headers bao mat

Cho phép tai |én file thuc thi (.php, .exe...)

Khoéng kiém tra dinh ky cac 16 héng bao mét mai

BAO MAT NANG CAO

Thiét lap Intrusion Detection System (IDS)
Cau hinh Content Security Policy (CSP)

SU dung HTTP Security Headers

Thiét lap SubResource Integrity (SRI)

Cau hinh Rate Limiting

Chia nho server (segmentation)

S dung VPN cho két néi quan tri ti xa
St dung CDN ¢6 tinh nang bao mat

Thiét Iap sandbox cho cac tinh nang rui ro

Thué dich vu pentest chuyén nghiép dinh ky
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